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1. Executive summary 

 

Voice over IP (VoIP) networks offer clear advantages over traditional telephony technologies (PSTN) 

such as cost reduction, unified messaging, unified networking, simpler add/move/change 

operations and user functions, making it a choice that many organizations are making and migrating 

their systems to. 

 

Unlike traditional telephony, which provided a very high level of availability, performance and 

reliability, VoIP implementations become dependent on Internet-based links and private WAN links, 

which raise new challenges that organizations need to address. 

 

2. Overview of the problem  

 

Internet connectivity is widely available and has become more cost-effective in recent years with 

high-speed connectivity, making it a great choice to handle voice traffic as well as data connections. 

As with data connections, organizations are looking to provide the most reliable service for their 

users and customers, ensuring business 

continuity. 

 

When migrating traditional telephony systems to 

VoIP using IP-based connectivity, organizations 

need to plan and maintain the same level of 

service users are accustomed to at the office and 

at home since telephony is considered a vital 

element of everyday life and operations. One key 

consideration for VoIP is that most organizations 

are aiming for “five 9’s” reliability, and links are a 

key component in achieving this objective. 

 

Voice traffic by nature is more sensitive to network delays than data traffic, and this leads to a new 

set of parameters which organizations need to handle. These include link availability, link saturation, 

LAN quality, LAN provisioning and quality of service (QoS), which is a vital part of the project. These 

items may degrade the user experience and raise costs through dropped conversations, damaged 

reputations, as well as lost 

opportunities and sales, and 

productivity.  

 

It is widely accepted that Internet-

based links (T1s, DSL, etc.) will have 

service outage periods, and this will 

directly affect VoIP implementations. 

According to Infonetics Research,5 an 

organization needs to forecast on average 23 hours of downtime per link per year, causing major 

disruptions on a regular basis. A study done by Keynote Systems1 listed link reliability as the 

principal cause of completion for only 96.9% of calls with VoIP systems.  

 

Link saturation is a regular cause of connectivity issues, where the existing link(s) is (are) being used 

at near maximum capacity for periods of time. When this happens, all IP services including data and 

voice are slowed down, and packet delays/losses increase causing lag and jitter effects in 
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conversations. New traffic sessions are also denied since bandwidth is not available for the 

transactions to happen so calls cannot be completed.  

 

3. Connectivity considerations for IP telephony 

 

The challenge with IP telephony is to maintain an acceptable level of service and quality, and the 

connectivity strategy will directly impact the end result. When building the strategy, the following 

items need to be qualified: required bandwidth, number of links, types of links and link 

management. 

 

First, the required bandwidth must be estimated for current needs and the foreseeable future. 

Bandwidth is the key, and each active session used will require its own allocation; for example, an 

audio signal compressed with the G.723 codec will require 18Kbps6 to establish a connection. This 

metric should be calculated based on the slowest direction of the links; for example, a 

3Mbps/768Kbps DSL connection can optimally accommodate 48 sessions since the upstream 

segment is 768Kbps. Real network traffic will cause a reduction of bandwidth (noise, signal 

degradation based on physical limitations, etc.) and will vary at each location. 

 

Second, the number of links will depend on the required number of VoIP sessions, where a good 

practice is to have links that will accommodate the total number of sessions to optimally transport 

traffic. Should one link fail or get saturated, another needs to maintain the same level of service 

independently. Two links is the minimum recommended quantity regardless of the organization to 

prevent any downtime, where traffic can be segmented to ensure data and voice are carried on 

different links. QoS complements this approach by combining both data and voice onto a single link 

in case of failure or saturation and to ensure bandwidth for voice sessions. Should budgets permit it 

or the criticality of the project require it, a greater number of links should be considered. 

 

Third, link diversification needs to be taken into account. Operating with a single link technology 

strategy will enable a single point of failure, which may cause regular downtime. When choosing 

links, the first item to consider is the technologies available in a geographic location that are 

different than what the telephone companies offer to ensure diversification. DSL, T1s, DS3s and 

other such links are great choices, but they typically all use the same physical network, so should 

physical damage happen to the physical links (utilities excavation, telco equipment malfunction, 

etc.), all these technologies will no longer be available simultaneously. 

 

When selecting links other than telco-available links (T1s, DS3s, xDSL), technology candidates 

include: 

 Cable modems: Cable providers typically use an alternative physical infrastructure but 

should be investigated locally. 

 Utilities fiber networks: Electrical utilities, natural gas utilities and others have started 

deploying their private fiber networks, providing an alternative high-speed link technology at 

competitive prices. 

 

Other link technologies available may prove to be viable alternatives but should be tested prior to 

being used for voice traffic due to latency. These links include: 

 Microwave carriers: In some regions, point-to-point microwave Internet access providers 

offer a “wireless” alternative, which is independent of traditional infrastructures, at 

competitive prices. Their business continuity capabilities should be investigated locally. 
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 3G mobile networks: Mobile networks can provide significant speeds for VoIP as a 

temporary solution while the main links are being worked on. 

 WiMax and other emerging technologies: Organizations should track these technologies; 

they will offer wireless access of significant performance as of 2008 and should prove to be 

a worthwhile alternative once the technology matures. 

 

Last, managing all these links is a key element of a project.  Network-based appliances called link 

balancers or multi-homed switches are the most popular devices for the desired result, where they 

can manage bandwidth and manage link failover. Available methods and technologies include: 

 Layer-22 balancers: These units prove to be the simplest and most cost-effective approach to 

the problem. They are transparent to the Internet and so cannot be attacked, use the 

existing VoIP infrastructure without reconfiguration and operate at wire speed, maximizing 

performance.  
 Layer-42 balancers: These units require more management and configuration to get into 

production and can be vulnerable to Internet-based attacks such as worms. 

 BGP3: This approach is the most expensive way of achieving the desired result, can be 

vulnerable to Internet attacks and is poor for traffic balancing. 

 

4. Protocol considerations for balancing IP telephony 

 

When planning an Internet telephony implementation, the selected protocol(s) may entail technical 

considerations when using load balancing equipment. The concept of link persistence needs to be 

taken into account, where certain protocols’ source and destination IP addresses need to remain 

identical throughout the session to effectively transmit the conversations. The link management 

product will need to support this concept to fully deliver the desired results, while it can balance 

multiple conversations over multiple links simultaneously, but each conversation will need to keep 

the same information or it will be terminated.  

 

The two most commonly used Internet protocols are IAX2 and SIP, and both need to be handled 

differently.  SIP requires persistence and IAX2 does not since it carries both session control 

information and the actual data, while SIP is strictly session control and will use another protocol 

(RTP) to transfer the data. Other protocols that have the same considerations as SIP include H.248, 

H.323, MGCP and Skinny.  

 

5. Quality of service considerations for IP Telephony 

 

Quality of service (QoS) can improve the overall performance of a VoIP implementation. When 

utilizing dedicated ISP links to provide bandwidth for voice traffic, the requirement for QoS is not as 

important as in multi-purpose links. Multi-purpose links are used primarily in smaller organizations, 

where budgetary concerns require an architecture design to meet all requirements, and the cost of 

links is reasonably high. The price of traditionally selected links like T1s will increase when the 

customer is not in a direct metro area, and the price can rise as the distance increases. 

 

In such scenarios, the use of QoS technologies such as traffic prioritization can greatly improve the 

overall call quality and telephony experience by allocating guaranteed bandwidth to selected IP 

addresses (source/destination) and TCP/UDP ports. With this type of technology, organizations can 

provide regulated VoIP traffic regardless of other traffic, and the use of multiple low-cost links can 

prove to be an advantageous financial alternative.  
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With the same technology, it is possible to do the exact opposite, where reducing bandwidth to 

certain ports, protocols or applications such as P2P, SlingBoxTM and SkypeTM may improve the overall 

bandwidth situation without any additional component, enabling corporate applications to maximize 

available bandwidth. 

 

In the case of organizations where dedicated links are used for voice conversations and link 

segmentation has been properly defined, QoS can add incremental value should the voice links be 

unavailable or saturated. A portion of the bandwidth utilized by the data links can be utilized to 

maintain operations until the voice links return to normal operation. 

 

6. Multi-site and distributed telephony projects and redundancy 

 

When operating with multiple locations, the use of bandwidth management technologies can greatly 

improve reliability, resilience and uptime. Link multiplexing will enable organizations to connect 

locations either for access to the VoIP/PBX servers over IPSec VPN connections, or multiple PBXs 

across sites. 

 

With multiplexing, a link balancer can be connected to multiple routers on another site to offer 

multiple paths for transferring information. With the appropriate link management algorithm, 

performance can be improved by selecting the fastest available link connection or path for the next 

session. Alternatively, should a link fail, the 

conversation can be carried by the remaining links 

without interruption, providing significant value to the 

organization’s business continuity strategy. 

 

When using layer-2 link balancers, a benefit of such implementations is the transparent installation 

of units since they do not require any IP address migration on the firewall, VPN server or links.  When 

using multiplexing, organizations should consider encrypting the data exchange and the balancer 

needed to provide this ability. 
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7. Conclusion 

 

Voice over IP network projects are critically dependent on their ability to communicate with external 

sources, enabling and delivering the promise of extended features combined with lower cost of 

ownership. To achieve this, organizations need to plan to meet user demand and 

telecommunications links to ensure that the available bandwidth will enable optimal operations. 

 

To maximize VoIP projects, tools like traffic prioritization are key components, especially on mixed 

WAN configurations where both voice and data are used simultaneously on the same links. Multi-site 

configurations with multiple PBX servers need to consider resilience as a best practice, where 

multiple links will ensure point to point consistency. With multiple sites performing voice activities, 

the ability to transfer calls to a secondary site is critical should link failures or link saturation disrupt 

communications.
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Elfiq Networks is a technology leader and innovator in the field of WAN link management and 

balancing. With hundreds of successful installations in over 28 countries, Elfiq’s Link Balancer 

products help hospitality organizations of any type and size perform more competitively every day 

with the ability to use multiple Internet and private links easily and securely. 

 

For more information on Elfiq Networks’ products and technologies, please contact: 

 

Elfiq Networks 

1155 University, #712 

Montreal, Quebec, H3B 3A7 

Canada 

Telephone: 888-GO-ELFIQ/514-667-0611 

Internet: www.elfiq.com 

Email: info@elfiq.com 
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