White Paper

CITRIX
ready”

Maximizing
WAN-Based Citrix
Deployments and Applications




Citrix White Paper ] E L F I (9

ssssssss

Table of @ntents

1. EXECULIVE SUMIMAIY....cciiiiiiiiiiiiiee e e isimmmmst ettt e e e e e ettt e e s smmms st e e e e e e ansbb s emmmmt e e e e e ansbbn e e e e e e e e aninn 3
2. Overview Of the ProbBIEmL..........oo e 3
T | {0 = g T O |1 SO P P PP PPPPPPP 5
4. DeSKIOP VIrTUAIZATION. ........eiieeiiee e eeeee ettt emmmma et e e e e ettt e emmmm s e e e e e e e nnnees 5.
5. Web Application Deliveryd NEtSCAIET...........cooiiiiiiiiii ettt 6
6. Branch Office ApPliCAtioN DEIIVEIY..........ouii it neeneees 7
A o 4T 11 ] o] o RO PP SO PP PPPPPPRTPPPPPPIS 8

© 2010Elfiq NetworksAll rights reserved www.elfig.com



Citrix White Paper s C _F| (9

wwwwwwww

1. Executive Summary

Application, virtualization andWeb services haveevolvedsignificantly in the past five years to the
point that organizations are migrating traditional infrastructure resources such as desktop
applications to virtualized environments and server applications are being succeeded byWweb-based
services.

Whenmaking such infrastructure changes, it is common practice tomplement new technologies to
deliver the expected valugand Citrix 5 a common technology vendor for such projectsecause of its
content and application deliveryexpertise.

2. Overview of theProblem

WANbased applications arebeing regularly usedto replace locallybased applications and servers
for mobile workforces, satellite offices and business partnersn such a computingparadigm, the
natural congestion point and strategic point of failure is Internet access at bothdad office and
branch locations.Considering that nost organizations in 2010 still depend on a single carrier
approach to deliver bandwidth to their sitesa part of the value proposition can easily be in peril.

When building the systems and infrastructure for such deploymentst is common to make systems
redundant with duplicated components such aservers,storage, power managementand
networking infrastructure and evento set up disaster recoverybusiness continuity sites but the
topic of bandwidth redundancyremains neglected.Single carier implementations philosophically go
against the idea of maximum uptime by leaving a stone unturned in the overall plajwhich may
prove critical.

N
.

Beyondcarrier accessavailability, bandwidth is in high demand due to the chagesoccurringin the

nature of Web-driven content, where rich media is gaining ground in internal networks and
applications, mimicking public Web sites such as Facebook and YouTube for content delivery and
internal group productivity.Datacenter consolidations will also increase bandwidth usage especially
on virtual private networks (VPNSs) as resources are no longer hosted on local servers.
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The following metrics outline what organizations are experiencingith their carrier services
e Elfig Networks customer survey: technology failure rate experienced within 12 months
(2009):2
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o Elfig Networks customer survey: number of carrier failures within 12 months (2I9):2

6+

0% 10% 20% 30% 40% 50%

¢ Infonetics Research monthly downtime expectations (2006}

Average harddowntime per month 1.7 outages
Average duration per hard downtime 67 minutes
Average hard downtime per year 23 hours
Average percentage of employees affected 28%
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3. Elfig Networks and Citrix

Recognizing the need for maximum uptime and improved perfonance, Elfiq

Networks achieved Citrix iReadystatus in 2008. Elfiq is the onlyLink Balancer | CiTRIX®
manufacturer to obtain this recognitionby collaborating with Citrix, andit is the | read.y"“_

only vendor ertified on the Branch Repeater product line (formerly WANScaler).
4. Desktop VirtualizationStrategy

Desktop virtualization is a topicof growing interestand
is being adoptedin IT departments tocut user
management and PC managementcosts. This
technology isbeing utilized with both users on the
corporate network as well with remote users, providing
alwayson access to desktop operating systems and/or
virtualized applications.

The commonly used products inte Citrix portfolioare
XenDesktop, XenApp, Citrix Access Gateway and the
Receiver and Dazzle productswvhich connect users to
business applications through any PC including their

home PC and mobile devices such as thBlackberry, the
Citrix

iPhone and Windows Mabile devices Usingthe Citrix
Servers

Access Gateway and Xen products, sonmrganizations Citrix

have successfully replaced existing VPN Dazzle

Desktop

implementations for mobile users,thus simplifying
access andcutting operating costs for supporting users.

As these virtualized application delivery mechanisms are adopted and deployedandwidth will be
taxed for incremental throughputas bottlenecks appear at peak business timesand reliance on its
reliability will increase. Theintroduction of carrier services will provide a significant benefit for daily
usage, and link balancing appliances willadd significant value to both IT teams and users through
key capahlities:

- Bring incremental ISP carrier links into the organizatiomwithout the need to redesign the WAN

part for throughput and failover capabilities

- Balance inbound traffic across multiple carriersseamlessly based on policies, link status and
availability to ensure optimal access taresources
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- Introduce low-cost carrier links to complement existing ISP40 segment traffic such as HTTP/S
onto asymmetrical links for internal usersand allocate symmetrical links to Citrixbased
applications

- Geogaphically balance traffic across multiple datacentersand/or at disaster recovery sites
should the primary site be unavailable

5. Web Application DeliveryStrategy

The explosion oWebdriven applications in thepast few years hascreated a new level of

requirement for uptime and performancebecausewhen one of these two metrics is dowpbusiness

transactions will suffer directly. Todeal with this situation, organizations have deployed server load

balancing appliancessich as Citri xds Netscaler to manage mul ti
transaction delivery.

In this context, ISP carrier availability and saturation becomeritical elements of a successful

implementation, and Link Balanceis make it possible to meet and exceed goals set by management

as well as customer expectationsOne of EI fi g Networksd customer s, R a
(www.radialpoint.com), usesboth Elfiq products combined witha server load balancing solution to

deliver its value to its customers, where ove40 million DNS requests are handlediaily through Elfig
appliancesfor security update downloads.
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In this context, theLink Balancerdeployed can deliver the dllowing benefits to a Netscaler

implementation:

- Bring incremental ISP carrier links into the organizationvithout the need to redesign the WAN
part for throughput and failover capabilities

- Balance inbound traffic across multiple carriersseamlessly basedon policies, link status and
availability to ensure optimal access to resources

- Geographically balance traffic across multiple datacenterand/or at disaster recovery sites
should the primary site be unavailableThis is complementary to the NetscaleGSLB functionas
carriers are balanced, not servers

- Make GSLB connections resilienthrough the use of multiple concurrentlSPsfor maximum
uptime. Should a carrier link fail in theexample below, the GSLB link will continue uninterrupted
asthe GSLB traffic is redirected to another carrier without Netscaler being awarc# or involved
in the process ThelLink Balancers will redirect traffic as per defined policies

6. BranchRepeater Strategy

The Branch Repeater mduct line (formerly WANScaler) enables organizations ignificantly
acceleratetransactions running over WAN connections to LAMNke performance. El1 f i g Net wor ks &
Link Balanceris currently the only productthat is iReady certified for this platform

(www.elfig.com/citrix). A case study on this type of deployment is availablat www.elfig.com/victrix.
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